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Why SIGIR Is Issuing this Report
Public Law 108-106, as amended, requires that the Special Inspector General for Iraq Reconstruction (SIGIR) prepare a final forensic audit report on all funding appropriated for the reconstruction of Iraq, which to date totals about $50 billion. To keep Congress apprised, this first in a series of interim reports describes the methodology and results of SIGIR's forensic auditing efforts. This report presents the methodology and results to date of our forensic audit of Department of Defense (DoD) expenditures. The results will be reported cumulatively, and a final report will encompass total reconstruction funds.
Over the past two years, SIGIR has conducted a series of 17 audits of major reconstruction contracts that were intended, in part, to identify internal control weaknesses. Because such weaknesses provide opportunities for fraud, waste, and abuse, we used the results of these audits to develop targeted forensic auditing approaches to identify potential instances of wrongdoing. 
Management Comments
The Multi-National Force-Iraq and the MultiNational Corp-Iraq provided some suggested technical edits in response to the draft report, which we have considered and made changes as appropriate. No other DoD components had comments. To initiate this effort, SIGIR is in the process of auditing about 22,000 DoD transactions involving approximately $10.7 billion and has identified a number of anomalous transactions, including payments that appear to be duplicates, payments to fictitious or generic vendors, notable variances in payment activity, payments occurring prior to or on the date of invoice, and sequentially-numbered contractor invoices. We also identified payments to firms having what appear to be fictitious addresses and payments to contractors that were possibly suspended or debarred. We are in the process of determining whether any of these transactions are actually fraudulent or improper. To do this, we are conducting a detailed examination of transactions, including reviews of relevant contract files. Examinations of transactions will be prioritized based on risk factors such as the type and amount of the transaction and a prior history of questionable activity.
In addition, SIGIR's proactive review of programs known to have internal control weaknesses has identified a number of instances of questionable activity. Pertinent information is being reviewed by a team of investigators, analysts, and auditors to determine whether further action is warranted.
The results of SIGIR's forensic audit efforts will generally be reported in the aggregate; specific findings will be included where appropriate and useful. We will also provide lessons learned that can be applied to the use of other contingency funding such as in Afghanistan. Detailed information regarding ongoing criminal investigations or activities of a potentially criminal nature will not be presented in these reports. This law provides for independent and objective audits of programs and operations funded with amounts appropriated or otherwise made available for the reconstruction of Iraq, and for recommendations on related policies designed to promote economy, efficiency and effectiveness and to prevent and detect waste, fraud, and abuse. These ongoing audits are being conducted as SIGIR projects 9005, 9012, and 9013.
The Multi-National Force-Iraq and the Multi-National Corp-Iraq provided some suggested technical edits in response to the draft report, which we considered and made changes as appropriate. The letters are included in Appendix D. No other DoD components had comments.
We appreciate the courtesies extended to our staff. For additional information on the report, please contact David Warren, Assistant Inspector General for Audits, (703) 
Audits of Major Contracts Identify Internal Control Weaknesses That Provide Opportunity for Fraud
Over the past two years, SIGIR has conducted audits of 17 major reconstruction contracts to identify internal control weaknesses related to the use of $6.4 billion. These types of control weaknesses make programs vulnerable to fraud, waste, and abuse and SIGIR's many audits and investigations show that such unwanted activities have occurred. Table 2 summarizes the 14 audits with the most common or crosscutting internal control weaknesses. Armed with the information on procurement process control weaknesses, SIGIR developed targeted forensic auditing approaches designed to identify fraud, waste, and abuse. The following sections describe these approaches and the results to date. 
Forensic Audits of Agency Expenditures Identify Anomalous and Possibly Fraudulent Transactions
Figure 1-DoD Iraq Reconstruction Expenditures Through Fiscal Year 2008 ($ billions)
Source: SIGIR analysis of expenditure data. 
Automated Data Mining to Identify Anomalous Transactions
SIGIR's forensic audit of some 22,000 DoD transactions involving approximately $10.7 billion has identified a number of anomalous transactions. These include payments that appear to be duplicates, payments to fictitious or generic vendors such as "vendor" and "cash," notable variances in payment activity, and payments that occurred before or on the date of the invoice or sequentially numbered contractor invoices.
SIGIR primarily conducts performance audits that assess the economy, efficiency, and effectiveness of reconstruction programs, often with a focus on the adequacy of internal controls and the potential for fraud, waste, and abuse. These include the series of audits of major reconstruction contracts that identified common internal control weaknesses. Certain controls, such as the segregation of duties, are key to minimizing the risk of fraud, waste, and abuse. We relied on SIGIR's extensive body of work related to inadequate controls in Iraq reconstruction programs to develop expenditure transaction anomalies likely to be observed as a result of the failure or circumvention of these controls. We have incorporated 10 of these anomaly tests into our automated data mining tests. Table 3 lists the anomaly tests and their intended results. Identify nonrandom transaction amounts to identify instances a contractor submitted false invoices using false invoice totals
Source: SIGIR analysis
We have identified a number of anomalous transactions and are conducting a detailed examination of each transaction, including reviews of relevant contract files.
Detailed Examinations of Contract Files to Validate Fraud
In examining the results of these anomalies, SIGIR is working to validate the transactions as fraudulent or improper. To accomplish this, teams of SIGIR personnel are performing additional electronic testing; conducting detailed examinations of relevant contract documentation such as solicitation actions, award selection materials, invoices, and payment files; interviewing contracting officials as well as vendor management and other staff; and coordinating with other audit and law enforcement agencies. These validation efforts are designed to support determinations regarding the legitimacy of particular transactions and evidentiary assessments as to whether improper expenditures are likely attributable to administrative error or fraud. We will prioritize transactions for review by, for example, highest to lowest risk of fraud and greatest to lowest dollar value. To date, we have incorporated results into three current investigations and three ongoing audits.
Case Management Tool
SIGIR has developed a unique and powerful case management tool to store, protect, and analyze the large volume of information gathered over the course of this project. The automated tool presents the data gathered from multiple agencies and financial management systems in a central location, permits us to identify and sort out unusual transactions, detects suspicious activity across agencies and appropriations, and tracks audit/investigative activity on individual cases and vendors. The case management tool also protects the integrity of the data for investigative and prosecution purposes.
SIGIR Proactive Effort Identifies Questionable Activity
SIGIR has also initiated a review of Iraq relief and reconstruction program areas known to have weaknesses in internal controls. This proactive effort, identified as the SIGIR Audit/Investigative Initiative, focuses on programs that afford easy access to cash with weak controls over expenditures. The SIGIR Forensics Team is managing several proactive projects and has identified a number of instances of questionable activity. Pertinent information is reviewed by a team of investigators, analysts, and auditors to determine whether further action is warranted.
The SIGIR Audit/Investigative Initiative
Over the years, SIGIR has reported that systemic management problems, corruption, and the general lack of security in Iraq have made reconstruction programs vulnerable to fraud, waste, and abuse. A particular area of concern, from a fraud vulnerability perspective, involves the cash payment process. 
Forensic Audit Results to Date
As previously discussed, we are developing relevant evidence for use in administrative actions or civil or criminal fraud prosecutions. This effort is in its early stages. Below are our results to date:
• Six criminal investigations opened involving 15 subjects • Provided additional information on three current investigations • Number of arrests to be determined (TBD) 6
• Number of indictments (TBD) To obtain the expenditure data from the DoD, we interviewed officials from the Army Budget Office, the Defense Finance and Accounting Service, and the U.S. Army Corps of Engineers and obtained pertinent appropriation and transactional data, as well as supporting documentation, to include data dictionaries, look-up tables, contract details, and vendor data.
To develop our list of anomalies, we used information from discussions with SIGIR auditors and investigators; key agency stakeholders and systems owners; live financial system demonstrations; SIGIR and other agency audit reports; and industry established tests for fraudulent activities.
We conducted this review in accordance with generally accepted government auditing standards. Those standards require that we plan and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit objectives. However, this is an information report, which has no findings or conclusions.
Use of Computer-processed Data
To achieve the assignment's objectives, we extensively relied on computer-processed data from the Defense Finance and Accounting Service and the U.S. Army Corps of Engineers accounting systems. We performed reconciliations of Iraq Security Forces Fund (ISFF) disbursement data received from DoD accounting systems to determine that it was complete and reliable. The reconciliation process included a comparison of the detailed disbursement totals to other sources of information, including summary-level data from the Operational Data Storage system. This reconciliation process yielded a variance of tolerable amounts. Therefore, we found the data to be adequate and sufficiently reliable to be used in meeting our forensic audit objectives.
Internal Controls
As discussed in the body of the report, SIGIR has conducted 17 audits of major reconstruction contracts that were intended in part to identify internal control weaknesses. We reported on those weaknesses in each report, which also contained relevant conclusions and recommendations. Because such weaknesses provide opportunities for fraud, waste, and abuse, we used the results of those audits to develop targeted forensic auditing approaches to identify instances of wrongdoing. However, this is an information report, and as such, we draw no conclusions and make no recommendations.
